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Abstract

The most advanced attack on the Wireless Fidelity (WIFI) network uses social engineering. The hacker makes portal captive and
forces the victim for disconnecting to internet instead of entering the real password of the WIFI. In normal actions, asking WIFI
password on the web interface is not the real process, but sometimes the victim is not experience enough on security and thinks
that it is a technical problem. Also, the victim didn’t have internet connection due to the hard deauthentication and the select open
access, which is not his WIFI network. The future generation of WIFI could be use a secure deauthentication. So, this article
proposed how the actual attack will be processed, how is the secure deauthentication and how hacker could use this same attack
with more secure network. Like conclusion, solutions to resolve this problem will be proposed. New hacking arsenal for
replacing the deauthentication is the smart-jamming. With the secure deauthentication, reforging the packet for telling the victim
to deauthenticate to the network will not be possible anymore. The smart-jamming select the frequency of the access point of the
victim and jam only this specific frequency by sending a noise. In this scenario, the same effect of the first attack is still possible.
For the best security of network, two solutions will be proposed: secure deauthentication and hopping frequency. A defensive
proposition about secure deauthentication will be found in this article by using cryptographic key exchange like Diffie Hellman
(DH), Elliptic Curve Diffie Hellman (ECDH) and Super Isogenies Diffie Hellman (CSIDH).
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1. Introduction

The classic attack on WIFI network is the Wired Equiva-
lent Privacy (WEP) cracking password [1-7] and Personal
Identification Number (PIN) cracking using Wi-Fi Protected
Setup (WPS). The two options are not used in most case on
the WIFI network. The security uses actually Wireless Ap-
plication Protocol (WAP) privacy. The pentesting on WAP
consists of the word list password attack. The hacker cap-
tures the four-way handshake and use offline cracking to test

all possibilities of password on this word list. If the password
of the victim is secure enough and the victim changes his
password regularly, this attack is not interesting. Actually, the
advanced Denied of service over WIFI attack is possible by
reforging a packet for telling the victim to deauthenticate to
the network. The Institute of Electrical and Electronics En-
gineers (IEEE) norm doesn’t specify a secure deauthenticate
and doesn’t verify if it’s the real network or a fake network
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which sent this reforge packet, and it tells the victim for
disconnecting to the WIFI network. Actually, the modern
attack uses the two scenarios: the first step is to capture the
four-way handshake to verify if password that the victim
entered is the real one and use deauthenticate and fake open
access point having a similar name for phishing the victim.
Indeed, the hard deauthenticate will be repeated to the victim
on the real network for having a denied of service.

If the victim selects the fake access point, a web interface
asks the victim to enter the password and the four-way
handshake permit to verify if the password captured is cor-
rect or not. After that, the connection to internet of the victim
will be established by stopping the denied of service and the
hacker captures this WIFI password.

2. Methodology and Scenario Attack

2.1. Hardware Setup

In these experiments, phone is used as access point (An-
droid Phone access point) and one victim which is connected
to this real access point. A physical machine contains Win-
dows 10 as a victim and the hacker machine on virtual ma-
chine VMWARE with Kali 2022. The physical machine and
hacker machine have a specification on the Table 1.

Table 1. Computers specifications.

Processor

RAM

Operating System

Virtual Machine VM Ware

RAM of hacker virtual devices
Processor of hacker virtual devices

Hard Drive of hacker virtual devices

Intel (R) core (TM) i5-10300H CPU @ 2.50Ghz

32Go

Windows 10

Workstation Pro 16.2.3 build-19376536
4Go

4Cores (2 Processors + 2 Threads)

120Go

For the classic scenario of deauthentication, two WIFI networks cards which could make injection packet mode attack will be

used.

Table 2. Network card specifications.

WIFI Card

WIFI band
Injection mode
Antenna

Multiple Input Multiple Output (MIMO)

For the future scenario, Software Defined Radio (SDR)
also used as a programmable radio frequency hacking. The
victim and hacker are not anymore on Windows, but on a real
operating system using DragonOS R26 public. The DragonOn
has a preinstalled Gnuradio 3.8 with the script of the smart
jamming attack.

2.2. Classic Attack

This classic attack will be demonstrated on the studies of

RT5572

2.4Ghz — 5Ghz — 5.8Ghz
Yes

6dbi

2T2R

Michael et al. (2020) and Arockiam (2010) [8, 9]. This attack
will divide on two steps:

1. Capturing the four-way handshake

2. Capturing the password by using the evil twin

2.2.1. Capturing the Four-way Handshake

WPA/WPAZ2 uses a pre-shared key named Pairwise Master
Key (PMK). The four way-handshake permits having a mu-
tual authentication generated with PMK and create for each
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session a Pairwise Transent key (PTK). The exchange be-
tween the supplicant (client) and Authenticator (Access Points)
has four messages named message 1,2,3,4 on the Figure 1.
Using a hashing function named Key Derivation Function
(KDF), the equation (1) permits us to have the PMK.

PMK = KDF(Passphrase, SSID, SSIDLen, RepetitionKDF,
Keylength) (1)

Passphrase: Password between 8 until 63 characters

Supplicant Q
N

Authentication RR, Association RR

| Pre-Shared Key 256 bit |

Message. L.
R ANounce
Snounce
PTK
Message 3. ocome=="""
Key Installed 4=""gey Installatic

Probe Request-Response

l o e e

Key Install Acknowledgement I

SSID: Service Set IDentifier (SSID) of the authenticator

SSIDLen: Length of the SSID

RepetitionKDF: Number of the iteration of the hash function

Keylength: the length of the output of the hash function (in
our case 256bits)

The PTK could be evaluated using the equation (2):

PTK = KDF(PMK, Authenticator Nonce or ANonce, Sup-
plicant Nounce or SNonce, Authenticator Media Access

Control (MAC), Supplicant MAC) 2
%(K Authenticator
------------------ >

| Pre-shared Key 256 bit |

Figure 1. Four-way handshake.

Figure 2. Presentation of Fluxion s requirement.
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For capturing the four-way handshake and realizing all classic attack, the Kali 2022 will be install by using software like
Fluxion illustrated in the Figure 2.

For the first steps of the attack, the handshake will be captured for verifying if the password captured by the victim is true or
not by the captive portal. For this, the second option handshake snooper should be selected like on the Figure 3.

Figure 3. Presentation of Fluxion's attacks.

After the scanning, the access point should have a victim connected to this. For the previous selection, it’s possible to scan all
band or one specific band for having a good result for any specific channel, like on the Figure 4.

FLUXION Scanner

ENC CIPHER AUTH ESSII MANUFRCTURER

Figure 4. Scanning of network.

For having the four-way handshake, the victim should be deauthenticated on the WIFI network. In this scenario, air-play tool
permits the deauthentication. It is possible to use cowpatty verification. If the handshake is not obtained for the first 30 second, it
will be resent until it is being obtained. With low budget, hacker should use synchronous options instead, it’s possible to use
asynchronous budget. If the hacker obtained the handshake, the attack should be success on the Figure 5:

Handshake Snooper Arbiter Log

arbiter daemon running,

nds,

'5»:<,1r‘li}'>1r'yg for ha

¢ A valid hash was i Sav s da

Figure 5. Success captured handshake.
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2.2.2. Capturing the Password by Using the Evil Twin
This step will be divided in four steps like on this Figure 6:

N B B R B S R e

No Internet + I’ortal captive :
web page for phishing password

S - - -]

Legitimate Legitimate user 3
Access Point (VlCtl_) .f", : Hacker
=\ = =\ =
= !_ & =3 Fage AP
DoS ( (RT5572)
- = (RT5572) —
=
® o Data Transfer
m m *-I.--I PRI EE A EERE R RN R
a =h
20
Sl
U RN L O B B O N (AR A RN RN RN NN NN L B N I BN
e PrObe Request |, Deauthenticalion...
) Probe Response - Deauthentication
rg ; :""'Ii;(')rbe Request * ‘ Deauthentication
: c smd e e WV einkdnn ikEnEnh innan INENEE NN NN N P RN RN RN A
B W PI_‘qu Res.l_ml}tse = Deauthentication
2 S . .
> o . .
T Probe Request Deauthentication
*I-II R R R e T T E T TR 'IIl"l'lIlIIII'IIIIIIIIIIIIIIIII
Probe Response Deauthentication
e aa L astessssesstassan|ssisinassasatsstndas sosensnes
+ Deauthentication
‘II (LR PRI AT PR IR R IRRI T URT]
Q E Deauthentication
ﬂ ﬁ ; 'III-IIIIII LR R RN N PR
=z :
32 :
=6 - Deauthentication
=] ” A LR RLERT ERL LIRS IR LLIERTLENREL]
T -
=) Association ,
1?5 ‘--l---l--l-llll-lrl-l--II-III‘ l
T E Web page Request
wn
22
S %
IS
2~

Capturing/verifying password by victim

O B B B N B . -*—

R R R R I R S R R IR R N R R RN N a8 S EBEEEEe

Data Transfer

‘I.JJIIIJ lllll-l.llllll.l.dlld]ll.llt.

> Device authentication
o @ W mmeemme e e s e
S g Association
w0 - T o m---*

=]

| kel

=

e

(Internet Restored)

Figure 6. Classic attack flow.

Step 1: For this classic attack hacker, the victim connects ~ WIFI cards: one for deauthentication and on another for the
to the legitimate access point. The hacker uses two RT5572  fake access point.
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Step 2: The hacker sends deauthentication, to the legiti-
mate as a victim user and accepts this deauthentication. The
victim doesn’t have internet connection and will search WIFI
network. With more attempt, due to the deauthentication, the
victim could never have an internet connection and think that
it’s a problem on the network and select the another one
(which is open and without internet connection).

Step 3: The victim associate to the fake access point and
send a web page request. The fake access point with web
responds with portal captive and ask the victim to enter the
login and password for restoring internet connect (the victim
shouldn’t do it).

Due to the captured four-way handshake, it is possible to
verify if the password entered by the victim is correct or not.

Step 4: the victim stops the deauthentication and
re-establishes his internet connection.

2.3. Future Attack

On the future plan, the norm of WIFI should mitigate on the
secure deauthentication. Like on authentication, a similar
process as the four-way handshake should be done. In this, the
legitimate user doesn’t deauthenticate to the legitimate access
point if only, if the hacker has a password of the legitimate
access point. Even, the hacker send denied of the service, the
legitimate user doesn’t accept it because hacker doesn’t have
the password [10-14].

Also, the hacker couldn’t have also the four-way handshake
and couldn’t verify if the password entered is correct or not.

The Denied of service is also possible. Some Mikrotik WIFI
enterprise client still has this option to protect to deauthentica-
tion. To enable this on Mikrotik client, the legitimate user
should activate “Management Protection” like on the Figure 7.

Secunty Profile <profile 1>
General RADIUS EAP Stabic Keys
Name: profilel Cancel
Mode: dynamic keys * Apply
Authenticaton Types WPAPSK v WPA2PSK
Comment
WPAEAP WPA2 EAP
Copy
Unicast Ciphers. v aes com wip
Remove
Group Ciphers. v aes cem wp
WPA2 Pre-Shared Key. 12345678
Group Key Update: 000500
Management Protection. disabled +
allowed
disabled
Q
Disable

Figure 7. Deauthentication protection on Mikrotik.

Table 3. WIFI channel specification.

Channel

© 00 ~N oo o b~ W N

R R e
N =)

Frequency (GHz)

2412
2417
2422
2427
2.432
2437
2.442
2.447
2.452
2.457
2.462
2.484

The WIFI needs radio frequency for transmitting information, and it is still possible to jam by sending random message on this
frequency. In this, the hacker should transform the channel to the specific frequency like on this Table 3:
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This table show only the frequency on 2.4 GHz, but a specific Table is possible for the 5GHz and the WIFI 6.

Legitimate Legitimate user 3
Access Point (victim) .’r”, ~ Hacker
:._.‘—\;L\I. "‘_"-.\ _—:.{.::El [ -‘"q\
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B T T T ————
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= Data Transfer
E‘ W sEsasnd smaaEsaERaasEn sazanni i
0a
(Internet Restored)

Figure 8. Future attack flow.

Step 1: For this future attack by hacker, the victim connects to the legitimate access point. The hacker uses one Hackrf for
deauthentication and one RT5572 for the fake access point.

Step 2: The denied of service is realized with the HackRF. Using Gnuradio flow graph like the Figure 9, it is possible to jam the
channel with bandwidth chosen. The denied of service here is more aggressive because, it jams all channel and could jam also
another SSID than the victim.
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Options
ID: jammer
Generate Options: WX GUI
osmocom Sink
Sample Rate (sps): 12k
Variable ChO: Frequency (Hz): 2.415G
ID: samp_rate h. ChiD: Freq. Corr. (ppm): 0
Value: 32k ChO: RF Gain (dB): 50
ChO: IF Gain (dB): 20
Vanable ChO: BB Gain (dB): 20
1D target_freq Chi: Bandwndth (Hz): 20M
Valwe: 2.8165

WX GUI FFT Sink
Tithe: FFT Plet
Sample Rate: 32k
Baseband Fregq: 0
Y per Div: 10 d&
---------------- — ] ¥ Divs: 10
Ref Level (dB): 0
Ref Scale (p2p): 2
FFT Size: 1.024k
Refresh Rate: 15
Freq Set Varname: None

Figure 9. Schema bloc of jamming by Gnuradio.

Step 3: As same as the classic attack, the difference is that
it’s not possible anymore to make verification of the victim
password a
Step 4: As same as the classic attack, the victim restored his
connection to internet by stopping the denied of service attack

=]

ga
by the jamming using SDR.
As the classic attack, it is possible to capture the password b
without verification but the deauthentication will be replaced .
by the jamming using software defined radio.
a
gab —

2.4. Classic Defense g Qm

The classic defense actually uses Wi-Fi Protected Access
version 3 (WPA3) uses cryptographic key exchange as Elliptic
Curve Diffie-Hellman (ECDH) on the four-way handshake.

Diffie-Hellman Protocol

The Key exchange research begins by the fundamentals of
discrete logarithm problem found by Whitfield Diffie and
Martin Hellman name Diffie-Hellman (DH) in1976. This
protocol is based on the Figure 10.

Figure 10. DH protocol.

In this figure, the yellow arrow is the computation done by
Alice.
The purple arrow is the computation done by Bob.

Alice Bob
secret key X b

pub[ic kE}f . g“(mod P} - o - gb(nmd P)
shared key  (g*)*(mod p) >< (%) (mod p)

Figure 11. DH key exchange.
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Before beginning the key exchange as like as on Figure 11,
the two parts Alice and Bob start with a public parameter as
the number prime p and the root primitive g which is very big.
The secret part of Alice and Bob will be the number a and b;
and the public part of Alice and Bob will be g® (mod p) and
g” (mod p).

The shared key of Alice will be calculated by the private
key of Alice and public key of Bob: K = [g” mod p]*mod p

The shared key of Bob will be calculated by the private key
of Bob and public key of Alice: K = [g% mod p]’mod p

This protocol could be explained by the Schreier Graph.
This graph is often used in the context of the Schreier-Sims
algorithm to find a Schreier basis for a given group.

Figure 12. Example of Schreier Graph for p = 13.

The schreier Graph non oriented at (g) {1} where g3 = 1,
actin (Z/Z13)* generated by S = {2,3,5}

If Alice takes for example a = 2 as secret key, her public key
is g2 and Bob takes for example b = 5 as secret key and his
public key is g°> with p = 13.

Bob public key § Alice public key

Shared key

Figure 13. Computation in Schreier Graph fora=2; b=5and p =
13.

There are two types of keys used during: secret key en-
cryption and public key. After the key exchange, Alice and
Bob compute the same shared key like as Figure 13.

Elliptic Curve Diffie-Hellman (ECDH)

The Protocol Diffie-Hellman will be performed using El-
liptic curve defined by:

52

y2=x3+ax+b 3)

Elliptic curve calculations, especially in the context of el-
liptic curve cryptography (ECC), include several essential
operations.

Here are some calculation operations performed on elliptic
curves: addition, multiplication by scalar, neutral element and
morphism

The addition of two points P and Q on an elliptic curve
produces a third point R. The addition of points is the fun-
damental operation which makes it possible to construct an
Abelian group on the elliptic curve. The law of composition
determines how to do this, and it can vary depending on the
specific representation of the curve.

The arithmetic concerning the addition of two distinct
points P: (xy;y;) and Q: (x,;y,) on this elliptic curve is
defined as follows [15-19]:

The slope of the secant line passing through the two points

is calculated by: 1 = Y2y

X2—X1
The coordinates of the point R= P+Q are calculated using
the equation (4):

xg = = (x; +x) and yg = A(x; — xg) — Yo (4)

Figure 14. Addition on Elliptic Curve P+Q=R.

Graphically: Here are the steps to add two points P and Q:

Find the line passing through the two points P and Q

Find the point R, different from P and Q, intersecting the
curve E

The result of the sum is the symmetric of R with respect to
the abscissa axis.

Firstly, this law allows all the elements of the group to be
added together, and to fall back on an element of the body, it
is therefore a law of internal composition. Then, the curve is
symmetrical with respect to the abscissa axis. The third step
therefore necessarily brings us back to a point on the curve.

The doubling operation is a special operation which con-
sists of adding a point to itself. For example, 2P is the result
of the doubling operation of P. The doubling operation is
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commonly used to speed up point addition calculations.

/

J

. ,//

£

J o\
\

\
Figure 15. Doubling point 2P.

The slope of the secant line passing through the two points

. 3—
is calculated as follows: A = 2L

X2—X1
The coordinates of the point R = 2P are obtained by the
equation (5):

xg = A2 = 2xp and yg = A(xp — x5) — ¥p )

Graphically to add the sum of two identical points, P=Q is
obtained by take the tangent of the curve on this point, and
by carrying out the same addition operations. That is to say,
the point R is the intersection between the curve and the
tangent, such that different of R. The result is the symmetry
of R with respect to the abscissa axis.

Scalar multiplication consists of multiplying a point P by
an integer k to obtain a new point Q = kP. This operation is
commonly used in ECC to generate public and private keys,
as well as to encrypt and decrypt data. The result of scalar
multiplication is usually another point on the elliptic curve,
and this point is used in applications such as key generation
in elliptic curve cryptography. The number of iterations de-
pends on the value of the integer you use for multiplication.
The larger this integer, the further the final result will be
from the starting point along the curve.

Alice Bob
Secret key a b
Public key [a)P [b]P
Shared key a([b]P) >< b([a]P)

A neutral element must be defined in order to be able to
deal with a group, it is the neutral element of this group,
according to the group law. This element, in the case of ellip-
tic curves, is named co. This point can be found graphically
as the sum of a point on the curve and its symmetry with
respect to the abscissa axis. Clearly, this is one of the two
cases where the curve passing through two points of the
curve does not intersect it at a third point.

This neutral element is therefore the point that this curve
crosses at infinity, whether on the positive or negative side.
The two elements are noted by +oo and -oo are considered as
one and the same point. Another method makes it possible to
obtain the neutral element as a result of the group law be-
tween two points, by adding the same point twice, if it is on
the abscissa axis.

Morphism between two elliptic curves E; and E, is an
application defined by the equation (6):

@:E; - E, and (P + Q) = @(P) + ¢(Q) where: p(P +
Q) isin E; and (P) + ¢(Q) isin E, (6)

The exchange key will be like on the Figure 16 and Figure
17. Let an elliptic curve E over [, where p is a prime and
P € E like a public parameter. As like on DH, ECDH uses
secret key and public key to calculate shared key.

p - [a]p
b .b
[blp  “ [ablp = [balp

Figure 16. Group commutative ECDH.

The yellow arrow is the computation done by Alice.
The purple arrow is the computation done by Bob.

Figure 17. Exchange key ECDH.
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The security of this key exchange protocol relies on the difficulty of two computational problems. The elliptic discrete loga-
rithm problem requires finding the integer a when P and [a]P are given. The Diffie-Hellman computational problem requires
finding [ab]P when P,[a]P and [b]P are given.

The example of Schreier Graph of ECDH is illustrated on Figure 18.

» 10P

Shared key ~

3P R Alic public key Bob public key

6P 1p

Figure 18. Example of Schreier Graph of ECDH with a =3; b=5and p = 13.

On this Schreier Graph, F, =13 and S ={2,3,5}

Let choose the secret key of Alice is a = 3 and his public key is [3]P and for Bob the secret key is b = 5 and the public key
is [5]P. After computation of shared key, Alice and Bob will be in the same point [2]P

2.4. Post quantum defense

Commutative Super Isogenies Diffie Hellmann (CSIDH)is an isogeny-based Diffie-Hellman protocol using supersingular
curves defined on [F, and commutative group action, which is quantum resistant key exchange. Isogenies are a morphism of
elliptic curve.

E E
‘ . Aliee | Bob
Secret key a b
*b *b _..._ .............. —
Public key E,= a+E Eg=b+E
. Shared key Egs=a= E >< E.;z=b+*E
a BA B AB A
Ep Esp = Epa . y " . . . v .

Figure 19. CSIDH key exchange.

First, Alice and Bob take a secret subgroup a and b of the
Elliptic curve E

Second, Alice calculates groups act as multiple isogenies
+a: E - E, and Bob calculates group act = b: E — Ejp

Afterward, Alice and Bob exchange the two public keys
E, and Eg

After receiving the two keys, Alice calculates Eg, while
Bob calculates e E4p

Let gives example of Schreier Graph CSIDH illustrate on
Figure 20.

In the Figure 21, E, is a supersingular elliptic curve de-
fined by: y?2 = x3 + Ax? + x over F,,

The edges denote { 3,5, 7} —isogenies, and given (clock-
wise) by the action of hs, hg, h, € H.

Figure 20. Schreier Graph for CSIDH.
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The good mixing properties of the underlying isogeny
graph are relevant for the security of isogeny-based cryp-
tosystems. The graph above which serves as an example is a
Schreier graph associated with our class-group action and the
chosen generators. One view on this is that one can move

l

quickly between two elliptic curves by using isogenies prop-
erties in the subgraph corresponding to one generator by
switching to the subgraph corresponding to another generator.
This thus replaces the square-and-multiply algorithm in
cryptosystems based on exponentiation.

Figure 21. Example of Group action with CSIDH.

Where:
- first calculation by Alice and Bob
= = = public key exchange between Alice and Bob

e e e e e e e - SECONG CalCUlation after exchange of public keys

Ey,=[+—+,—]= (hs' xh; * h71 * hy) xE,
Ez=[++ — +]= (hg*h3l xh, x hg) x E,

Eap = Egy = (hg" * hy * hy' % hy % hg * h3' % hy % hg) *
Ey = Esqg

The parameters of the example above are chosen, an ellip-
tic curve E, on a finite body F,,,.

The participants in the key exchange are called Alice and
Bob. They each choose an integer which are respectively
a=[+ -+ —]and b = [+,+,—,+] and which are used
as private keys. Alice calculates and publishes E, = a * E,
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as the public key. Bob proceeds in the same way and calcu-
lates his public keyE; = b = E,. After public key exchange,
due to the commutativity of the action of elliptic curve
groups, both parties can now calculate E,z = Egy, = a x Eg
= b * E4, which is then used as a shared secret.

3. Results and Discussions

3.1. Classic Attack

After launching the attack, the victim couldn’t access to
internet connection due to the deauthentication and the new
fake access point with the same name will be created. [20-22]
The Figure 22 shows the result of this.
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E] Npcap Loopback Adapter

Pas d’Inter

8 wifi_ 12345
'~k\'mr:‘::( n

(e Wifi_12345

CityZen-MR2-347915855

Huawei-B1DF

Parametres du réseau et Internet

Figure 22. Fake access point.

If the victim connects to the fake access point due to aggressive denied of service on the real network, the web portal captive
will be appearing for asking users to restore the internet connection like on Figure 23.

G () A Non sécurisé captive.gateway.lan, ] = 3.

Wifi_12345 (02:4D:32:69:D0:C3)

Authentication required for Internet access.

« Connect

Figure 23. Deauthentication protection on Mikrotik.

Due to the handshake captured, the web could verify if the password entered by the victim is corrected or not. The two web
interfaces Figure 24 and Figure 25 show this. When the user enters a real password, the fake access point will be stopped and the
victim will connect to the real network directly.
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Error: The password entered is incorrect!

=T

Figure 24. Password error entered.

Please wait while the password is verified.

Figure 25. Password success entered.

The final step is to see the password obtained by the victim will be restored on the path attacks/captive portals/name_wifi like
on this Figure 26.

r fhomefkaliffluxion/attacks/Captive Portal/netlog/Wifi_12345-02:4D:32:62:D0:C3.log - Meusepad
File Search View Document Help
XxbhoOo a&n

Warning: you are using the root account. You may harm your system.

FLUXION 6.11

L L R

-3

Q9
10 Mac: unknown ()
11 IP: unknown

Figure 26. Log captured password.

3.2. Future Attack

As a classic attack, the future attack uses the same process but replaces the deauthentication by the jamming [23-24]. This
section presents the results of the jamming. By using the jamming with SDR and HackRF like devices, the victim doesn’t have
connection Internet anymore, like on the Figure 27.

After stopping the attack, the victim reestablished internet connection.

MetworkManager{nm-tray)

Connection last

Mo longer connected to

LI 2 |
!:'I.Iﬂ': 1"|I|I'| I-II

Figure 27. Jamming effect with SDR.
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3.3. Classic Comparing to Future Attack

Table 4. Comparisons between classic and future attack over WIFI.

Classic attack Future attack
Feasibility Simple deauthentication Secure deauthentication
Selective jamming (only target)  Jamming all targets
Dos Effect ] ] ] ] ) ] )
No disruption with other SSID  Disruption with other SSID having the same channel
Cost Cheap Expensive
Complexity Simple Complex
Verification of password captured on phishing Yes No

The Table 4 shows the difference between classic attack and future attack. The simple deauthentication is not possible for the
secure deauthentication by using jamming. So, this future attack is more disrupt and not possible to make a selective denied of
service. The classic attack is more simple and cheaper, it’s possible to make the attack in a simple device like ESP8266 or
ESP32XX, but the future attack needs Software Defined Radio which is more expensive.

3.4. Classic and Future Defense

The Table 5, 6 and 7 show the different key exchange which is possible to use over WIFI. The demonstration and installation is
provided in the link at the references [25-26].

Table 5. DH key exchange.
Alice private key: alice.priv

0xb0572e96131d2b3bccacadee5e95feb1d497acfc78968416c0eabadc695al7a43bab5h6596¢d4789442b371f0c4090131f0f40fce3f01328¢60c
33b05ddfbh156a286¢971cc6884ffee01da30181a865dbc73526f2¢18911812dc641f7e68098b61528b5d1d4f6ccd4608ebe074a5608739d627dac
d1e04dbede6d652f119fdbe801e389b6f3616a238c851ca62214f1bda350f6eb7c2f7e58f40d288099e543ch548d1a15d81df70ea0ca8c48a72643c
23db4df6d72171449c69e4dcfbdd03196787814e5802d36be9402b71f7c84299f36eaaa2940f71113c7f3eb34eab3fa7b181ca03c318f47982b82e
8980c82d98318f5hf6377de7alféb6c64fa7lab4d

Alice public key: alice.pub

0xh98325655307e9d2a48494a434ba62ce8c3a58d5902bc7c238dc3b1f93f3ff1542fa83313944186fed 77fec8a29201afbe6f5270d0fe2de4h2247
85aa2506e05f01bh1158dad4094e4100958289ba56a86f7c82b8488e6aff913ba574182a45592d1638060d97b19767725a6adbb78e7f5clachdc28
991483ceefl719bc7dac0a7bbfle1218f7cfc326f72cfda58be3caf556f4f458bf5¢c78elbal27a24a004b6ef8cce759d46a3c3d5f4b9d5d241b97514
513e33b500ab7f24bbacf3a6974a008567ffaef7da5428b6d465820b15f59f0878dac65d826129007a5790c¢5d18a0cc305f25f530998075f4fc7926
09ede1d3d7cfd0638036690c750e0cc498764

Bob private key: bob.priv

0x43928225562c57ffa837ea0764eedd3545bf8fe08700889e116e27a3e566b5ccde35b09ae9dafa38946507c42410392fch3699fh37aabldd91d3
8cc9254f8d83cc5ced06a02e7ebh99e910d01bb6a0a5¢1f023b7b1051e73a20c6a18d39feff2655¢c4847fc10cab250365ff2¢53d207fb7b819f12623
884997aa30d0ac05ea4ffa8464¢102¢10fa9f6472ed85cald3fef1523e2ed3bd226h1db8f79af88f406371564651d338674f31ffc5a65a878bfb3ce6
e4d4cf5223c86f17ab1c3c69e1535db7298f86e7db934ca00bcclasf17d5f3604bb984914fc705e603b63b81ablb5fdb64b1fb192b964972b45fab
34e01605d616¢401a115666d0cdfea688eaflad

Bob public key: bob.pub

0x56eb84dd55efd976520d6e59ffe870495def898432005033af759e078491faa750a1688fe091fdd2aalaa04fh5524e068b8a163a0f77696d77b0

bf45889d974e390eef5fc78228f95f839d2aa42273fd4d9448b90bh568e402e90b89f906bab353ad25258a34b512d7532d827a88c5962542325fa
f27e24b7¢30b56e8453f19ed576539ea2b5¢9bc1abb58¢3720ebe04b8b439a7ce4663ca9971780530504751551057fc5305fb1cd2a8335e17017d
978ddae7048¢96633520d8f13833cc0537d6ff510f27a465bb83b89a0173fda81a39¢c69e1e491¢5ea9199802bh951¢11725071e994d8f5dd3ec74
4e05cc2ecfa29b2addeb5f3cf219a44e6eefd74a7ecdb
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Shared key: keyl.key and key2.key

0xd0aal4e6a41177850b170ab13413c46aae620426fh80399¢944480113dc99fef3ae28134c410b159ab4080b77aeb0cab4d9116377¢91e21a367
87775958fd06d3e83f3afcfld9ac27c05dbaseaa70a883fe73fhe4218edb3b1ff5a5dalff4506e17949220¢8352f6c54238fe311c086137867462de9
30520c4851d41892ad46e14c9744f3c4e6¢c2cbh8725931h22179d763e64de22dbfcce39ffabadad52a030b4f211f88af4e7054dfbf84fh7c86a1640
0567d6ff6f136c31fb4ababbd03bb6b25a3c6b4el14b31c78a80dd1a2f740dad3e5eb7f69b08c95439e673abac3dd7bb0f21e9bce8e4de9eb17482b
22829fc1f499a848f9272a6ebba3247096b80baf

After Alice generates private key then public key named alice.priv then alice.pub by using command keygen_dh.py -n alice;
and does the same operation for Bob to have bob.priv then bob.pub. The Table 5 resumes all key generated by the algorithm
DH. By using the command sharedkey_dh.py, the Figure 28 shows that shared key is equals for alice and bob part.

root@ubuntu: /home/cryptoandwifi/SRC# python3 shared_dh.py -p alice.pub -s bob.p
riv -k keyi.key

shared key
0xd0aal14e6a41177850b170ab13413c46aae620426Fb80399c944480113dc99fef3ae28134c410b
1593b40806b773eb0cab4d9116377¢c91e21a36787775958Ffdo6d3e83f3afcf1d9ac27c05dbaseaa7
0a883fe73fbe4218edb3b1ff5a5da1ff4506e17949220c8352f6c54238fe311c086137867462de9
30520c4851d41892ad46e14c9744f3c4e6c2cbb8725931b22179d763e64de22dbfcce39ffas5adad
52a030b4f21ff88af4e7054dfbf84fb7c86a16400567d6ff6f136c31fb4ababbdo3bb6b25a3c6b4
e14b31c78a80dd1a2f740da43e5eb7f69b08c95439e673abac3dd7bbof21e9bce8e4de9eb17482b
22829fc1f499a848f9272a6ebba3247096b80baf

root@ubuntu: /home/cryptoandwifi/SRC# python3 shared_dh.py -p bob.pub -s alice.p
riv -k key2.key

shared key
0xd0aa14e6a41177850b170ab13413c46a3e6204267b80399c944480113dc99fef3ae28134c416b
159ab4080b77aeb0cab4d9116377¢c91e21a36787775958fd06d3e83f3afcf1d9ac27c05dbas5eaa7
0a883fe73fbe4218edb3b1ff5a5da1ff4506e17949220c8352f6c54238fe311c086137867462de9
30520c4851d41892ad46e14c9744f3c4e6c2cbb8725931b22179d763e64de22dbfcce39ffa5adad
52a030b4f21ff88af4e7054dfbf84fb7c86a16400567d6ff6f136c31fb4ababbdo3bb6b25a3c6b4
e14b31c78a80dd1a2f740da43e5eb7f69b08c95439e673abac3dd7bbof21e9bce8e4de9eb17482b
22829fc1f499a848f9272a6ebba3247096b80baf

root@ubuntu: /home/cryptoandwifi/SRC#

Figure 28. Evaluating shared key using DH.

Table 6. ECDH key exchange.
Alice private key: alice.priv
0x12de0040d1efaBe14a088fa09e864fd9f4f51aa8a3ca7f87a0028e5043f6d966
Alice public key: alice.pub

0x3d5703e7d124f265¢109181a6b630f03f9f76a1b009d652884861ec6a49969ca68d30e1f109bdbd55d029f6b82a3eb77d1935e483bb40f11b11
cle9a3b5h6h2

Bob private key: bob.priv
0x8f6c63f70ed708f32ed796ech4013dffb2aafc6a0dc2b6d0ac51548684900f1bpriv
Bob public key: bob.pub

0x7fa870533faclb47a6afe9ch9bb7f277f6580731332eda8842ff4001d11445853a3fe1a366d724b904296169bc9e2b6889ch32e8ac4f814d046d
472627d41e71

Shared key: keyl.key and key2.key

0x7f3ec1795e6fhc3a43c2a4b09¢34087389168dcd93de8fh967658359a5a2aeeb0x50bccOfa7e801e2402810ce6abb8bfb8766102ca5a5cf4cd20
647d95d2db80b7

After Alice generates private key then public key named alice.priv then alice.pub by using command keygen_ecdh.py -n al-
ice; and does the same operation for Bob to have bob.priv then bob.pub. The Table 6 resumes all key generated by the algo-
rithm ECDH. By using sharedkey_ecdh.py, the Figure 29 shows that the shared key is equals for alice and bob part.
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root@ubuntu: /home/cryptoandwifi/SRC# python3 shared_ecdh.py -p alice.pub -s bob
.priv -k keyi.key

shared key
0x7f3ec1795e6fbc3a43c2a4b09c34087389168dcd93de8fb967658359a5a2aeeb0x50bccOfa7e8
01e2402810ce6abb8bfb8766102ca5a5cf4cd20647d95d2db80b7

root@ubuntu: /home/cryptoandwifi/SRC# python3 shared_ecdh.py -p bob.pub -s alice

.priv -k key2.key

shared key
0x7f3ec1795e6fbc3a43c2a4b09c34087389168dcd93de8fb967658359a5a2aeeb0x50bccOfaze8
01e2402810ce6abb8bfb8766102ca5a5cf4cd20647d95d2db80b7

root@ubuntu: /home/cryptoandwifi/SRC#

Figure 29. Evaluating shared key using ECDH.

Table 7. CSIDH key exchange.
Alice private key: alice.priv

0x03fe02ef010a12000800fa0f02141303f3fff301efff17f9f80e02090406fd02ff0b09ffbf70906080408fffe0606fa040702fcfcfafdfbfb0301fd01
010301fcfe04fe0004020400fd

Alice public key: alice.pub

0x50f89ef9a81a2d3bdfe849h74d82ch1eb6287a8cha63c8dd77b8011f2777f97aladee779bf5263ac0992a24a9152e5d4¢2¢63706a8ef6689ef83
c3b2ea786413

Bob private key: bob.priv

0xff0600f9f100fc02fe08f6010a080b0bf50dff030df911f9f406f80df4f6fffe03f7f01fdfd09060604fe01fa0600000607fe06fa0203fb03030501fd
01fdfd02fefcfc04fe04fc0401

Bob public key: bob.pub

0xa7189f8303d91997ec4d313c07e6826512c2¢570475c74616fd27d1cdeOade6b2fdfda787231941500d7f59b4c056da0d6a0f898487efa5315fh
02ff7d9e844d

Shared key: keyl.key and key2.key

0x0e230be22d7c1bee26f984ad50ef6602af2760dc69ec9912a2b0635dc7f20a6168e3d8301a75b0ff2f97c9b8203e8f561che014eadd45cab45dfc
3chd6ad6d44

root@ubuntu: /home/cryptoandwifi/SRC# python3 shared_csidh_sibc.py -p alice.pub
-s bob.priv -k keyil.key

shared key
0e230be22d7c1bee26f984ad50ef6602af2760dc69ec9912a2b0635dc7f20a6168e3d8301a75b0f
f2f97c9b8203e8f561cbed14eadd45cab45dfc3cbd6ad6d44

root@ubuntu: /home/cryptoandwifi/SRC# python3 shared csidh_sibc.py -p bob.pub -s

alice.priv -k key2.key

shared key
0e230be22d7c1bee26f984ad50ef6602af2760dc69ec9912a2b0635dc7f20a6168e3d8301a75b0f
f2f97c9b8203e8f561cbe®14eadd45cab45dfc3cbd6ad6d44

root@ubuntu: /home/cryptoandwifi/SRC# I

Figure 30. Evaluating shared key using CSIDH.

For the post-quantum part, API SIBC like on the reference
is used [27]. After Alice generates private key then public
key named alice.priv then alice.pub by using command key-
gen_csidh_sibc.py -n alice; and does the same operation for
Bob to have bob.priv then bob.pub. The Table 7 resumes all
key generated by the algorithm CSIDH using APl SIBC. By
using sharedkey csidh_sibc.py, the Figure 30 shows that
shared key are equals for alice and bob part.

4. Conclusion

The WIFI is vulnerable by the classic attack which is cheap,
simple, and selective denied of service and the future attack
using SDR which is more disrupt, expensive and more com-
plex. Indeed, these two attacks are more dangerous combined
with portal captive. The feasibility of the attack of WPAS3 and
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the security of this problem are demonstrated. The crypto-
graphic solution consists of using key exchange like DH,
ECDH and CSIDH. This paper shows how to install and
simulate the DH and ECDH algorithm. In the future, it’s more
secure to use CSIDH algorithm, which is quantum safe. This
cryptographic solution protects to the classic attack by using
secure deauthentication and the hopping frequency protects to
the future attack based on jamming. As defenses, CSIDH
cryptography should be implemented on real WIFI card in the
future for improved direction by patching code at the driver.

Abbreviations

CSIDH: Commutative Super Isogenies Diffie Hellman
DH: Diffie Hellman

ECC: Elliptic Curve Cryptography

ECDH: Elliptic Curve Diffie Hellman

IEEE: Institute of Electrical and Electronics Engineers
KDF: Key Derivation Function

MAC: Media Access Control

MIMO: Multiple Input Multiple Outpu

PIN: Personal Identification Number

PMK: Pairwise Master Key

PTK: Pairwise Transent key

SDR: Software Defined Radio

SSID: Service Set Identifier

WAP: Wireless Application Protocol
WEP: Wired Equivalent Privacy
WiFi: Wireless Fidelity

WPS: Wi-Fi Protected Setup
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